System Identifier: 
Assigned by the Army Privacy Office for a new SORN

System name:
Insert the name of the system of records.  The system name should reflect the categories of individuals on whom information is maintained and should adequately describe the system of records, ex. “Soldier Fitness Tracker System”

System location: 
Insert system location(s) and address.

Categories of individuals covered by the system:
Identify the specific individuals about whom records are maintained, e.g. employees, contractors, retirees etc.

Categories of records in the system: 
Describe the types of individually identified information that is maintained in the system, e.g. SSN, date of birth, patient medical history, loan applications, curriculum vitae, laboratory test results, etc.

Authority for maintenance of the system:
Insert the specific legal authority (citation and descriptive title) for maintenance of the system. Statute, Executive Order of the President, or agency regulations may be cited as the authority for maintenance of the system.

Purpose(s):
List the specific purpose(s) for which the system of records was established and uses of the information within the Army and DoD.

Routine uses of records maintained in the system, including categories of users and the purposes of such uses:

List each routine use of the information outside the Department of Defense which is authorized for records in the system.  Each individual routine use should identify the third party, to whom disclosure is authorized, the type of information to be disclosed, and the purpose for disclosure.

In addition to those disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act of 1974, as amended, these records contained therein may specifically be disclosed outside the DoD as a routine use pursuant to 5 U.S.C. 552a(b)(3) as follows:
The DoD Blanket Routine Uses set forth at the beginning of the Army's compilation of systems of records notices may apply to this system. The complete list of DoD Blanket Routine Uses can be found online at: http://dpcld.defense.gov/Privacy/SORNsIndex/BlanketRoutineUses.aspx.

Policies and practices for storing, retrieving, accessing, retaining, and disposing of records in the system:

Storage:
Describe the manner and state the medium(s) in which the records are stored, e.g. electronic, file folders, file cabinets, disks, magnetic tapes, etc. 

Retrievability:
Describe how an individual’s records are retrieved from the system, e.g. name, SSN or other personal identifier.  

Safeguards:
Describe all measures currently in place to minimize the risk of unauthorized access to or disclosure of records in the system.  
Retention and disposal:
Insert the length of time records are maintained by the Army in an active status, when they are transferred to a Federal Records Center, how long they are kept at the Federal Records Center, and when they are transferred to the National Archives or destroyed.  If records will be destroyed, state the method of destruction (e.g. shredding, burning, pulping, etc.)

System manager(s) and address:
[bookmark: OLE_LINK3][bookmark: OLE_LINK4][bookmark: OLE_LINK5]Insert the name, title and current address (include nine digit zip code) of the agency official who can best answer questions regarding this system.

Notification procedure:
Individuals seeking to determine whether information about themselves is contained in this system should address written inquiries to provide title and complete mailing address of the official to whom the request must be directed.

Individual should provide his/her full name, current address and telephone number, case number and office symbol of Army element which furnished correspondence to the individual, other personnel identifying data that would assist in locating the records, and be signed.

In addition, the requester must provide a notarized statement or an unsworn declaration made in accordance with 28 U.S.C. 1746, in the following format:

If executed outside the United States: 'I declare (or certify, verify, or state) under penalty of perjury under the laws of the United States of America that the foregoing is true and correct. Executed on (date). (Signature).'

If executed within the United States, its territories, possessions, or commonwealths: 'I declare (or certify, verify, or state) under penalty of perjury that the foregoing is true and correct. Executed on (date). (Signature).'

Record access procedures:
Individuals seeking access to information about themselves contained in this system should address written inquiries to the provide title and complete mailing address of the official to whom the request must be directed.

Individual should provide his/her full name, current address and telephone number, case number and office symbol of Army element which furnished correspondence to the individual, other personal identifying data that would assist in locating the records, and be signed.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]
In addition, the requester must provide a notarized statement or an unsworn declaration made in accordance with 28 U.S.C. 1746, in the following format:

If executed outside the United States: 'I declare (or certify, verify, or state) under penalty of perjury under the laws of the United States of America that the foregoing is true and correct. Executed on (date). (Signature).'

If executed within the United States, its territories, possessions, or commonwealths: 'I declare (or certify, verify, or state) under penalty of perjury that the foregoing is true and correct. Executed on (date). (Signature).'

Contesting record procedures:
The Army's rules for accessing records, and for contesting contents and appealing initial agency determinations are contained in Army Regulation 340-21; 32 CFR part 505; or may be obtained from the system manager.

Record source categories:
Describe where the system owner obtained the information (source of documents and other agencies) maintained in the system.  Describe the record sources in general terms.  List all feeder systems.

Exemptions claimed for the system:
If no exemption has been established for the system, indicate “None.”

If any exemption rule has been established, state under which provisions of the Privacy Act it was established.  Also state the following:  

An exemption rule for this exemption has been promulgated in accordance with requirements of 5 U.S.C. 553(b)(1), (2), and (3), (c) and (e) and published in 32 CFR part 505. For additional information contact the system manager.
