
 EXECUTIVE OFFICE OF THE PRESIDENT 
   OFFICE OF MANAGEMENT AND BUDGET 

WASHINGTON,  D .C .  20503  
 

 

September 20, 2006  

MEMORANDUM FOR THE HEADS OF DEPARTMENTS AND AGENCIES

FROM:  Clay Johnson 
Deputy Director for Management 

SUBJECT:  Recommendations for Identity Theft Related Data Breach Notification  

This memorandum provides recommendations for planning and responding to data breaches 
which could result in identify theft. 

Over the past several months, the President’s Identity Theft Task Force, established by 
Executive Order 13402 on May 10, 2006, has considered the steps agencies should take in 
responding to a data security breach which poses a risk of subsequent identity theft.  The 
attachments to this memorandum reflect the work of the task force.   

As you know, data breaches can implicate a broad range of harms to individuals, including the 
potential for identity theft.  The crime of identity theft occurs when an individuals= identifying 
information is used by another without authorization in an attempt to commit fraud or other 
crimes.  Identity theft undermines consumer confidence, harms our economy, and wastes 
consumer time, money, and effort to correct the damage caused by an identity thief.  

To mitigate the risk of identity theft should a breach occur, I am recommending agencies 
establish a core management group responsible for responding to the loss of personal 
information as described in the attachment to this memorandum. 

This memorandum does not address harms other than the potential for identity theft which could 
result from the breach of personally identifiable information.  The Office of Management and 
Budget will develop additional guidance to address such issues and will incorporate as 
appropriate the recommendations in this memorandum.  

Attachment 
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