DEPARTMENT OF THE ARIGY
ADMINISTRATIVE ASSISTANT TO THE SECRETARY OF THE ARMY
165 ARMY PENTAGON
WASHINGTOR DT 20340-0408

MEMORANDUM FOR Mr. Michag! E. Reheuser, Executive Director, U.S. Army
Headquarters Services

SUBJECT: Appeintment as Department of the Army Senior Official for Privacy

1. Reference Memorandum, Director, Administration and Management, Office of the
Secretary of Defense, 7 Feb 08, subject: Appointment of 2 Senior Official for Privacy
and Issuance of Revised Privacy Program Compliance Reporting Requirements
(Enclosure).

2. In accordance with the referenced memorandum, you are hereby appeinted asthe
Department of the Army Senior Official for Privacy.

3. Inthis capacity, you will work with the Departmentt of Defense Senior Agency
Official for Privacy, the Director of the Defense Privagy Office, the Army Privacy
Office, and Army program managers o implement and maintain a strong and viable
privacy program. Included among your specific responsibilities, as defined in the
eniciosed memorandurm, is overseeing the implementation of Federal laws,
reguiations, and policies relating to information privacy;. safeguarding personally
identifiable information (P} from unauthorized use, aceess, and disciosure; and
ensuring that all Army employees receive appropriate training and education on
handling Pil. You are also responsibie for making sure that guarterty and annual
reporting reguirements are fulfilled.

4. Thisappoiniment is effective for & period of  vears from the date of thiz
memerandum unless earlier revoked, modified or rescinged.

&. This memorandum rescinds myappointment as the Depariment of the Army Senior
Official for Privacy on 8 September 2010.

Encl GERALD B. OKEEFE
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MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
DIRECTORS OF THE DEFENSE AGRNCITES
DIRECTORE OF THE DOD FIBLD ACTIVITIES

SUBIECT: Appoiniment of o Sermior Oficizl for Privacy and Issvance of Revised
Privawy Program-Complisnce Reporting Requiremenis

The Departmant of Befense Dol contimes s commignent to protest-the privacy of an
individual’s personally identifable information. The Federsl Covernment hasmereased-its focus on the
protectionof the privavy of individually #dentifisblie information angd wil} Likely continueto do so-intp the
Hirtrive,

This memorandum’s purpose is two-T51d First, to ask Dol Military Department and Agengy
Leadership o appeini & Senior Component Offinial f Privacy, and to sstiblish revised quarieriy mmi
antual reperting reguirements. The Dol Componerit’s appotnies will work with e in the DAEM s role
a5 1he Do) Senivr Agency Ufficial for Privacy and with the Director 6f the Diefanse Prvacy Office fo
build a-stronger and more vigble Privaey Program for the Department.of Defense, The selecied appointes
should be iva Senfer Brecutivi'Servics (S8, Geasesl or Bl ag Offtcer grade position. Besponsibilities
are outhinedin Atselnent 1

Second, the increased foons on the protection of personatly idemifiable information necessitales
anabysis-ofidatz toallow DoD o assess ite pvsrslt eompliancesiith the Privacy Actand otherfederal
privacy requiremnents. The Dol 5400 11-R, DD Privaey Frogram Dirsetive sstablished fae Defense
Privacy Program and the DoD Memoranduy titled “Bafeguardimg Apainst and Responding fo the Breach
of Personatly Tdentifiable information” dated Septenther 21, 7007 angmented those requiremnents with
new Dol) policies designed to siréngther the pregram. Attschment 7 establishes new requiraments for the
quarterty and annual Federal Information Seourity Management. Act(FISMAY reporting to the Defense

I
Prevrsmeatr OV mm by BietTibmbm mun mneiy. i o o bt e g s miid m oo s B

Privaey Office to faciliiate enongoing assessmentof wompifnne,
Attadhment 3 Bste the current organizational sligmment of the service commponsnts Privacy Office

Guestions rogarding these polivy requests should bo dirested o Samue!l Fenking, Direcior, Defense
Privacy Gfficeqt (7076072045 or vimemail at DPO CorrespondencefDosd mil

Diremtor

Aftachnnents:
Aiginied




Attachment 1 -~ Rés;mnsibilities of the Senior Component Officials for Privacy

Component responsibility and accountability for implementation of information privacy
protections, including compliance with federal laws, regulations, and policies relating to information
privacy, such as the Privacy Act and other federally mandated information privacy policies.

Take appropriate steps to protect personal information from unauthorized use, access, disclosure
or sharing, and to protect or collaborate with appropriate offices in the protection of associated
information systems from unauthorized access, muodification, disruption or destruction,

Oversight of your component’s compliance efforts including the review of componens
information privacy policies and procedures to ensure that they are comprebensive and up-to-date. Where
additional or revised procedures may be calied for, working with the relevant agency offices in the
consideration, adoption, and implementation of such policies and procedures.

Ensure the component’s employees and contractors receive appropriate training and education
regarding the information privacy laws, regulations, policies, and procedures governing the agency’s
handling of personal information,

Have a central policy making role in the component’s development and evaluation of legisiative,
regulatory, and other policy proposais which implicate information privacy issues, including those
relating to the component’s collection, use, sharing, and disclosure of personal information.




Attachment 2 — Revised Privacy Program Reporting Requirements

With an increased focus on protection of Personally Identifiable Information (PII) the Defense
Privacy Office has determined the need to initiate new reporting requirements to allow the department to
assess ity overall compliance with the Privacy Act and other federal privacy requirements. Currently,
componertts report the number of breaches oceurring in each quarter involving the loss, theft or
compromise of personally identifiable data. This report is currently submitted to the Defense Privacy
Office the first day of the last month of each quarter.

New quarterly reporting requirements include:

Privacy Act (PA) Systems of Records Notices Review. OMB Circular A-130, Management of

Federal Information Resources, establishes managerial, procedural and analytical guidelines for
maintaining information records for individuals. One requirement is that PA Systems of Records Notices
be reviewed biennially to ensure that it accurately describes the system of records and the data collected is
accurate, relevant, timely and complete. The review shall consist of 12 %% of a components Systems of
Records Notices and the status of completion of that review reported quarterly,

Routine Use and Exemption reviews. Systems of Records routine use disclosures and promulgated
exemption rules require review every four years. The routine use disclosures associated with sach system
of records shall be reviewed to ensure that the recipient’s use of such records continues to be compatible
with the purpose for which the disclosing agency collected the information. The exemption rule review is
to determine whether the exemption is still needed. Status of routine use and exemption reviews shall be
reported when conducted as a part of the above system review.

Efforts to reduce use of Social Security Numbers (SSN). Each component shall indicate and report

findings of the efforts they have attempted or successfully implemented to reduce the vse of an
individual’s SSN in their systems or processes.

Reports of Inspections. Components are to report the resuits of inspections conducted by DoD and
Component IG and other oversight bodies on their privacy program to include:

- Component Privacy Program inspected,
- Identified discrepancies, irregularities and significant problems, and
- Remedial actions taken to correct problems identified

New Annual Reporting Requirement:

Training Completion Certification. The DoD 5400.11-R requires privacy training for personnel
assigned, employed, and detailed, including contractor personnel and individuals having primary
responsibility for implementing the DoD Privacy Program. The DoD Memorandum titled Safeguarding
Against and Responding to the Breach of Personally Identifiable Information, dated September 21, 2007
established the requirement that DoD components shall ensure their personnel receive Privacy Act
training as a prerequisite before allowing access to DoD systems.

The training categories are:




Qrientation Trainine. Training that provides individuals with a basic understanding of the
requirements of the Privacy Act as it applies to the individual's job performance. The
training shall be provided to personnel, as appropriate, and should be a prerequisite to all
other levels of training.

Specialized Training. Training that provides information as to the application of specific
provisions of this instruction to specialized areas of job performance. Persommel of
particular concern include, but are not limited to personnel specialists, finance officers,
special investigators, paperwork managers, public affairs officials, IT professionals, and
any other personnel responsible for implementing or carrying out funstions under this
instruction.

Manapement Training. Training that provides managers and decision makers
considerations that they should take into account when making management decisions
regarding the Privacy Act Program,

Privacy Act Systems of Records Training. Ensure all individuals who work with a Privacy
Act system of records are trained on the provisions of the Privacy Act systems of records
notice and this instruction. Stress individual responsibilities and advise mdividuals of their
rights and responsibilities under this instruction.

Annual Refresher Training. Shall be provided to ensure emplovees and managers, as well
as contractor personnel, continue to understand their responsibilities.

For each of the above training categories, report that the Component has provided appropriate
training and documented certification from all persons required to take required training.

The Defense Privacy Office shall, when necessary, revise current and establish additional
reporting requirements in support of the Privacy Program.




Attachment 3 — Present Organizational alignment of Service Component Privacy Offices

Review of the current organizational placement of the Service component’s privacy official
reveals that there is no consistency in this assignment. For example:

¢ Army: Records Management and Declassification Agency, Army Headguarters Services,
Adminigirative Assistant

Navy: Under reorganization to the CIO.

Air Force: Information Assurance Branch, Policy and Resources Directorate, Chief
Warfighting Integration and CI0

s Marine Corps: Security and Information Management Branch, Administration and
. Resource Management, Director, Marine Corps Staff




